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Frequently Asked Questions on the judgment of the Court
of Justice of the European Union in Case C-311/18 — Data
Protection Commissioner v Facebook Ireland Ltd and
Maximillian Schrems
Case C-311/18 — Data Protection Commissioner v Facebook Ireland Ltd and
Maximillian Schrems/Z#(7& Bk 5% B #FF DHRIZET SFAQ

Adopted on 23 July 2020
20204E7A23A IR

This document aims at presenting answers to some frequently asked questions received by supervisory authorities (“SAs”) and

will be developed and complemented along with further analysis, as the EDPB continues to examine and assess the judgment of
the Court of Justice of the European Union (the “Court”).

AXEF. EBELARUUTIERIELVD)IHEEICTFEONSCEMICEE T HIEEBMELTILVET  EDPBIE., 5IE#HHEEERM
AR FIFTA T IRHIRTI LV DHIRE R RUFHEL TS0 AXEETYTT—rSN, F=, BRI HICL>TH
TENEHFETY,

The judgment C—-311/18 can be found here, and the press release of the Court may be found here.
C-311/18DHRIICCGRE:EXD) I ESB)T, BHFFOTLAV—RIZZCGERE: EXDI) V%S B)T. ThEh
RAZENTEET,

1)

What did the Court rule in its judgment?
FHIFTIERERICEWNT, EQKSHHTRELELR=M,

In its judgment, the Court examined the validity of the European Commission’s Decision 2010/87/EC on Standard
Contractual Clauses (“SCCs”) and considered it is valid. Indeed, the validity of that decision is not called into question by
the mere fact that the standard data protection clauses in that decision do not, given that they are contractual in nature,
bind the authorities of the third country to which data may be transferred.

ARHENRIZEWNT, FHIFR(E REZHFECUTISCCIEVD)IZET M EBRDIRE2010/87/ECHOBIIEERETL .
TNDENTHAHEFIBL -, ERE REDAMMEE. TOREICE TIFET —2REFEN. TOMELEZNTHS
ETNIE, T BESNDAREEDHIE=EDERELZHRLLGEVEVNIFRIZEI>THBERESN LD TIEAL,

However, that validity, the Court added, depends on whether the 2010/87/EC Decision includes effective mechanisms that
make it possible, in practice, to ensure compliance with the level of protection essentially equivalent to that guaranteed
within the EU by the GDPR and that transfers of personal data pursuant to such clauses are suspended or prohibited in the
event of the breach of such clauses or it being impossible to honour them.

LML, EFIFTIE, 2010/87/ECOREDH (L. GDPRIZE > CEUB N TRIISNI-REKELEEMICRAEDHRE
KEDETOHREAREICTIODNENEANZXLNZDREICEFEN TS, T, BHRFEIERLIZEG
B XFEBRFELETT HCENTARELGS SIS, ARFRITEIBEAT E2OBENMFIERFREIESHENRET
Hb. EHLRLTLND,

In that regard, the Court points out, in particular, that the 2010/87/EC Decision imposes an obligation on a data exporter
and the recipient of the data (the “data importer”) to verify, prior to any transfer, and taking into account the circumstances
of the transfer, whether that level of protection is respected in the third country concerned, and that the 2010/87/EC

Decision requires the data importer to inform the data exporter of any inability to comply with the standard data protection
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clauses, and where necessary with any supplementary measures to those offered by those clause, the data exporter then
being, in turn, obliged to suspend the transfer of data and/or to terminate the contract with the data importer
CORIZBL, FHIFTIE. EY(F. 2010/87/ECREF, T—2BMHEBER U T —4DZHELTIT—RBAEZ I ELD)IC
L. BEHNZ. M OBEDORREEZELT. UREZEHIZEBLWTLEEREKENEEINTLEINRIITIEHEE
L\ AD.2010/87/ECREIX. T—HBAZ XL, BET—HREFE. RV REQG ST HRFEICI>TRMts
NTWHE~NDHETHEEZETTEAVEEZT BB ICEMTHIEEERL. ZLT. T—AWHEF. T—4
DBEEFLEL, R/ XET—2HMABLDRNER T I ERBEAILIERHT 5.

—  The Court also examined the validity of the Privacy Shield Decision (Decision 2016/1250 on the adequacy of the protection
provided by the EU-U.S. Privacy Shield), as the transfers at stake in the context of the national dispute leading to the
request for preliminary ruling took place between the EU and the United States ( “U.S.” ).

HEIFTIE, ERBEDEFBICRINIERNHEDOXARCHBEEAST-BIEMNEUET A AERELUTEREIEWI)EDRH
TaAONIZEDTHD120. T4 —V— LRREEU-RKET T4/ —2— LRICE>TRESN HRED 11
B9 %R E2016/1250)DEMELRE LT,

The Court considered that the requirements of U.S. domestic law, and in particular certain programmes enabling access by
U.S. public authorities to personal data transferred from the EU to the U.S. for national security purposes, result in limitations
on the protection of personal data which are not circumscribed in a way that satisfies requirements that are essentially
equivalent to those required under EU law?, and that this legislation does not grant data subjects actionable rights before
the courts against the U.S. authorities.

BT KEBOEREDEHR . RU . FICERLLRED HHTEUN S KEABESNBAT—I~DOXKED LK
BEICKDT IV EREAREICTH5—EDNTAYT S LIF AAT—2OREICHRBREELSEIELEDOTHY . TOHIRIFEUE
TERINTWIEHLEBEMICRAZEOEHEZR/-TAHEICELSNTOENIE, RU. COEZIF KEERICHTS
HHITOBERETRELT DIEFET T RITHETHLDOTIRHBNIEEEE L=,

As a consequence of such a degree of interference with the fundamental rights of persons whose data are transferred to
that third country, the Court declared the Privacy Shield adequacy Decision invalid.

BHEFRIE. TADNEZEHICBEINARDERMIERNADTFENCOLIGEEICETCRSMERELT. T340
== RO+ HMRETENTHEEES L=,

2) Does the Court’ s judgment have implications on transfer tools other than the Privacy Shield?

BHIFOHEIE, T34 N——ILFUNOBIEFRICEEERIZLET D,

— In general, for third countries, the threshold set by the Court also applies to all appropriate safeguards under Article 46
GDPR used to transfer data from the EEA to any third country. U.S. law referred to by the Court (i.e., Section 702 FISA and

EO 12333) applies to any transfer to the U.S. via electronic means that falls under the scope of this legislation, regardless

The Court underlines that certain surveillance programmes enabling access by U.S. public authorities to personal data transferred from the EU to
the U.S. for national security purposes do not provide for any limitations on the power conferred on the U.S. authorities, or the existence of

guarantees for potentially targeted non—US persons.

FHF . REOAHEENERRTLRED BHT EU MOREICBESNIEAT LTI ERATEDLSITHIREDNERTOT S LA,
RKELBITHESNDERICAISHIBER T TEST . £ F—TUMNSNLAREDOHLRERUNDE~DRIEER T TGN LER
EEER

© Nishimura & Asahi 2020




NISHIMURA
& ASAHI

3)

4)

5)

of the transfer tool used for the transfer®.

—EMELT. BEZEITES T HHFRICE O THRESNZRAIL EEANLSEZEADT—ABED-HICFIAETNhD
GDPR46E D T TOE YL REHENE TITEASND,

HHFRICKYE RSN KEEG G5 SHEFEREREFISA)702IE R UK #iER(E0)12333) 1%, BER ICFIASN 5%
BY—ILIZhADoT | HERKEEOBERERICZE T HEFHFRICLIRE~DBEICERIND,

Is there any grace period during which I can keep on transferring data to the U.S. without assessing my legal basis for the
transfer?

BEOZMBRIEFMT 54K RE~DT—SBIEERETT IR FHMEHYETH.

No, the Court has invalidated the Privacy Shield Decision without maintaining its effects, because the U.S. law assessed by
the Court does not provide an essentially equivalent level of protection to the EU. This assessment has to be taken into
account for any transfer to the U.S.

BN BHIAT X EHIFF I K> TEHAS W - KEIE DN EUERE I EF D REKEZIRBELTLEN O, TOREH
BIBLTIANY—V— LR DREEENICL TS RKEANDBEITONTIE, COHMEZFRLATAIELRSA
Ly,

I was transferring data to a U.S. data importer adherent to the Privacy Shield, what should I do now?

RETFAN—L—ILFICEBLTRED T —SBAEICT—2EBELTOELES, BEBERTESTARETLLID,

Transfers on the basis of this legal framework are illegal. Should you wish to keep on transferring data to the U.S., you would
need to check whether you can do so under the conditions laid down below.

COEMREHITEIBELRBETHD KE~NOT—ABERERFELEZVESICIE, LTISRET2EHTT 4%
EATRENER T ORLENH D,

I am using SCCs with a data importer in the U.S., what should I do?
FITREOT—RMA BT LOBTSCCERRALTVETMN, ES5TRETLLID,

The Court found that U.S. law (i.e., Section 702 FISA and EO 12333) does not ensure an essentially equivalent level of
protection.

FEHIFT L, REEG Ghb, S ERIREREFISAT2IAR VAHET(E0)12333)1F, REMICEFDREKELHER
LTULVRL &R LT,

Whether or not you can transfer personal data on the basis of SCCs will depend on the result of your assessment, taking
into account the circumstances of the transfers, and supplementary measures you could put in place. The supplementary
measures along with SCCs, following a caseby— case analysis of the circumstances surrounding the transfer, would have to
ensure that U.S. law does not impinge on the adequate level of protection they guarantee.

SCCIZEDVWTHEAT—2EHBETELIN T, BEOK R OEBAIGELHETHNREZERELI-LTO, FHEDOHRRE
THb. BEERKDKRET—R N T—XTHHL.SCCICMA TELLNAHTMIBEIZK>T. SCCHRIET 5+

Section 702 FISA applies to all “electronic communication service provider” (see the definition under 50 USC § 1881(b)(4)), while EO 12 333
organises electronic surveillance, which is defined as the “acquisition of a nonpublic communication by electronic means without the consent of a
person who is a party to an electronic communication or, in the case of a non electronic communication, without the consent of a person who is
visibly present at the place of communication, but not including the use of radio direction—finding equipment solely to determine the location of a
transmitter” (3.4; b)).

HNERIREFRIEFISA)T02 I, ETOIEFREY—EXTONSF (G RE AL 50 #F 1881 FO)DITHICEREZSRIERASN, —A.
KIFFEH(EO0)12333 (L. [EFBIENLEETHIEOREALLIC. RIFFEFEEDHSICIK, BEHFTHICRASHTHEETHIENRE
LIS, 122l R ERO MR BERET B0 HCERAMIRAEE AT LEEFE EFFRICEHIFEARBIEDMFIG4 bELT
EHEINDETFHLAEREZABT 5.
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DIKEDREICKEEZNEZEERIFILVESIICTHILEHRTIDLELHHEEZONS,

If you come to the conclusion that, taking into account the circumstances of the transfer and possible supplementary
measures, appropriate safeguards would not be ensured, you are required to suspend or end the transfer of personal data.
However, if you are intending to keep transferring data despite this conclusion, you must notify your competent SA®.
BEORKRIEUEGAIGEGHETHEEZEBL T, BUGRERENERSNGVAREEAH DLV SFEMITELE
B BEAT2OBEGEFELERIIERTIILENHD, BL. LRERITEMINDOOTBEORGERLET HHEITIE.
EEITIHILRITEMLLE T NILES,

6) Iam using Binding Corporate Rules (“BCRs”) with an entity in the U.S., what should I do?
FATKRELELOHMTHRMLZEZERB(BCRIZFIALTLVET M, ES5TRETLLSH,

— Given the judgment of the Court, which invalidated the Privacy Shield because of the degree of interference created by the
law of the U.S. with the fundamental rights of persons whose data are transferred to that third country, and the fact that
the Privacy Shield was also designed to bring guarantees to data transferred with other tools such as BCRs, the Court’ s
assessment applies as well in the context of BCRs, since U.S. law will also have primacy over this tool.
T—ANE=ZEICHEINIEDERMWIEN T EREEICIDITFHDORELERICT AN ——ILREEMEL
FHHIFRDFIRE, T4\ —2—ILEABCRD K5 DY— L THEIN =T —RRIAE SR 5=HIZFKE SNz
EVVSEBEREFRFADLE, KEEMBCRICHELR T 5180 HFIFTDOFFHEIEBCROXARIZHE LN THBEAINS,

Whether or not you can transfer personal data on the basis of BCRs will depend on the result of your assessment, taking
into account the circumstances of the transfers, and supplementary measures you could put in place. These
supplementary measures along with BCRs, following a case—by—case analysis of the circumstances surrounding the
transfer, would have to ensure that U.S. law does not impinge on the adequate level of protection they guarantee.
BCRIZCEDWTHEAT —4EBETESON L, BEOK R OEEAREAHETHIEEZEZERBL-LTO. FHEDHERRE
Thd, BEEKDRRET—R 1A r—ZXTHHL.BCRIZMA TELLN D HTMIEEIZL>T. BCRIMREET 5+
DIEKEDREITKEIENEZEERIFILVRIITTHLEHR T IVLELHDHEEZLND,

If you come to the conclusion that, taking into account the circumstances of the transfer and possible supplementary
measures, appropriate safeguards would not be ensured, you are required to suspend or end the transfer of personal data.
However if you are intending to keep transferring data despite this conclusion, you must notify your competent SA®.
BEOKREURBAIGEGHTHREZEBLTH, B RERENMERSNEVAREEAH D EVSFERITEL-S
B BEAT2OBEGEEFELERIIERTIILENHD, BL. LRERIEMINDOOTBEORGERET HHEITIE.
EETLHHRICEMLULGTNIEESEL,

See in particular recital 145 of the Court’ s judgment, and Clause 4(g) Commission decision 2010/87/EU, as well as Clause 5(a) Commission Decision
2001/497/EC and Annex Set Il (c) of Commission Decision 2004/915/EC.

I, RFROBIX 145, M=, FERIRTE 2010/87/EU D 4(g)lE. FERIRE 2001/497/EC O 5(a)IH. RUEFERIRE 2004/915/EC DA
vk Nc)FESRBDIL,

6 See in particular recital 145 of the Court’ s judgment and Clause 4(g) of Commission Decision 2010/87/EU. See also Section 6.3 WP256 rev.01
(Article 29 Working Party, Working Document setting up a table with the lements and principles to be found in BCRs, endorsed by the EDPB,
https://ec.europa.eu/newsroom/article29/item—detail.cfm?item_id=614109), and Section 6.3 WP257 rev.01 (Article 29 Working Party, Working
Document setting up a table with the elements and principles to be found in Processor BCRs, endorsed by the EDPB,

https://ec.europa.eu/newsroom/article29/item—detail.cfm?item_id=614110).

IS, RFLROAIX 145, FERIRTE 2010/87/EU D 4@IEZSBD &, WP256 rev.01(29 FEEEIS, BCR ITHELTHEB SN2 ER R UREA
HHA-— B4R TET AIEENE,EDPB [Z&>THKEE, https://ec.europa.eu/newsroom/article29/item—detail.cfm?item_id=614109)® 6.3 &i. &
U, WP257 rev.01(29 E1EXER. LEE BCR 1BV THMSN I ERRUVRANEHA-—BEEHETHIEENE, EDPB [CLoTHER.
https://ec.europa.eu/newsroom/article29/item—detail.cfm?item_id=614110)®M 6.3 EiH BN &,
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7)  What about other transfer tools under Article 46 GDPR?
GDPR4GEKIZENTEHON TS DIEEEY—ILIFES TLEIM,

— The EDPB will assess the consequences of the judgment on transfer tools other than SCCs and BCRs. The judgement
clarifies that the standard for appropriate safeguards in Article 46 GDPR is that of “essential equivalence”.
EDPBI&. SCCEBCRUNDBILY —ILADERFRDZEET M T 2 FETHDH, AF|IRIL, GDPRIGEIZH T DB
REREQEENEEMICRAFILVSEETHLHILZHMEICLTLVS,

As underlined by the Court, it should be noted that that Article 46 appears in Chapter V GDPR, and, accordingly, must be
read in the light of Article 44 GDPR, which lays down that “a// rovisions in that chapter shall be applied in order to ensure
that the level of protection of natural persons guaranteed by that regulation is not undermined” .
BHHFFIZE>TRASN TS LT, 465I(F. GDPROVEIZHESNTEY., LA T [COEDTRTOREIL.
GDPRIZE>TRIEENDZBARADREDKENELOLNANKIITT 2-OICERASN DI EMRELTLISHGDPRA4S(
BAHTRERRINGINIEESHBENEVNSIZLICBETRETH S,

8) Can Irely on one of the derogations of Article 49 GDPR to transfer data to the U.S.?
KEICT—2EBET 51-IZ, GDPRAIE D ¥4I (derogation) D —DIARPLTEET H\,

— It is still possible to transfer data from the EEA to the U.S. on the basis of derogations foreseen in Article 49 GDPR provided
the conditions set forth in this Article apply. The EDPB refers to its guidelines on this provision’.
GDPRAEICEHDEUMNBEASNDGERICE. AENFET HHHICE SV TEEANSREICT —42EBETHI LD
AIAETH D, EDPBIE. COFIEICHT HEHESHT 5.

In particular, it should be recalled that when transfers are based on the consent of the data subject, it should be:
BIC.BENT—2FARORECEDSIEEICE. AENUTOEREEB T HENHLIILICBEIRETHS,
o explicit,

o BARMITHAH L,

® specific for the particular data transfer or set of transfers (meaning that the data exporter must make sure to obtain

specific consent before the transfer is put in place even if this occurs after the collection of the data has been made),
and

o HBEDIEXRIE—HOT—IBED-ODELDTHAZE(T—FDINERITT—2OBENITTHNHIHFGETHH>T
3. BEMTONDAICT —2BHEHENERICHEDOREZIGT ALIICLETNIELELLENIEEERT D),

® informed, particularly as to the possible risks of the transfer (meaning the data subject should also informed of the
specific risks resulting from the fact that their data will be transferred to a country that does not provide adequate
protection and that no adequate safeguards aimed at providing protection for the data are being implemented).

o W BEICIVELDEBEZNADH D) RAVITOVWTERIRH SN BTN IELESLNIE(T—2EREE, T—20EY)
HREZRELTODVEGVDEICBEINGSZ L, RUT—2D0RELTRETHILLEMEL-BULRERENERS
NTWENIENSELIBEEDURIICOVNTHERIREINEIRETH LI LEELT D),

With regard to transfers necessary for the performance of a contract between the data subject and the controller, it should

be borne in mind that personal data may only be transferred when the transfer is occasional. It would have to be established
on a case-by—case basis whether data transfers would be determined as “occasional” or “non—occasional”’. In any case,

this derogation can only be relied upon when the transfer is objectively necessary for the performance of the contract.

7 See EDPB Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679, adopted on 25 May 2018, https://edpb.europa.eu/s
ites/edpb/files/files/file1/edpb_guidelines_2 2018 _derogations_en.pdf, p.3.

2018 &£ 5 A 25 HIZIRRSHL 1=, #RE 2016/679 (CE DL 49 D 4HIIZEEF 5 EDPB 4 A K542 2/2018(https://edpb.europa.eu/sites/edpb/file
s/files/file1/edpb_guidelines_2_2018_derogations_en.pd)® 3 BEFS BN L,
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T—AEREEBEMOZHDBETD-OITBRELBIERICBEALTE ., BEARTITHONSERICOAMEANT —2%HE
TELLICBETDIVEN DD, T —HBEATEHT I RIITEHR TRV EDHIBRIE, 7—RNS7—RATITHON B E
BH5. ANIZE &, CORHITE, BENEFHRMIZZNOBITOROIZBHEGIFZRICRUEKILS 5 ENTES,

In relation to transfers necessary for important reasons of public interest (which must be recognized in EU or Member

States’ ® law), the EDPB recalls that the essential requirement for the applicability of this derogation is the finding of an
important public interest and not the nature of the organisation, and that although this derogation is not limited to data
transfers that are “occasional”, this does not mean that data transfers on the basis of the important public interest
derogation can take place on a large scale and in a systematic manner. Rather, the general principle needs to be respected
according to which the derogations as set out in Article 49 GDPR should not become “the rule” in practice, but need to
be restricted to specific situations and each data exporter needs to ensure that the transfer meets the strict necessity
test.

A EOEELGEHOEOICHELEERICEEL TIL(AMEIF EURIETMBESGEICKIVRDONEITRIXESAL),
EDPBIZ. CORBIERICH->THDREHNLEH L. EELGABDEETH-> T BBOMETEILHNIE F-.20
BTN IEC AT —2DBERICRON DL D TIHGELD, EELLATDORFHICE LT —HDBEE KFEN AR
BIHZATIEENTESD LI LZRER T DEDTIIAGWVENSIZEEFMET S, L LA, RAILLTEEINHGIRETI LI,
GDPRAIEITHRESN TWBHFBIAERRICIRA TG ERETRH LK BEDKRICRESNILENAHDH L. ZLT. &
T—ARHE SBELS S TLEEDTRANEE-T LT ILENH LI ETH D,

9) Can I continue to use SCCs or BCRs to transfer data to another third country than the U.S.?
KRELNDE=EICT—2%EBEET 51=0IZ. 5|EHESCCOBCREFIATEET H,

— The Court has indicated that SCCs as a rule can still be used to transfer data to a third country, however the threshold set
by the Court for transfers to the U.S. applies for any third country. The same goes for BCRs.
B RAELTSCCEE=ZE~NDT—2BEITERATESLRLTLSD . KE~NDBIEO=OICHHIFTICLST
BESNFEBRAF, WHIEESEZEITHLTLBEAENS, BCRIZDOWTHRELZEMN A B,

The Court highlighted that it is the responsibility of the data exporter and the data importer to assess whether the level of
protection required by EU law is respected in the third country concerned in order to determine if the guarantees provided
by the SCCs or the BCRs can be complied with in practice. If this is not the case, you should assess whether you can
provide supplementary measures to ensure an essentially equivalent level of protection as provided in the EEA, and if the
law of the third country will not impinge on these supplementary measures so as to prevent their effectiveness.

FHFIFTE. SCCRIEBCRICE > TIRESN TV A RIENERITEFTEIMNEINEHIBT 5102 EUEITE>TER
ENLHREKENLFZEZEICEVTEFEINTVSINEFET 52LEF. TH2WEHERUVT —SBMAEDEETHD
CEEBFALIZ, BLEFINTOEVLD THAIE, EEAIZEVWTIRESN TSN LERENICRIEDKEDRELERT
SI-ODHTEHEELTIRBTEDD, -, AREZEOEEN TN TMIREICEZEET . COFIMERETS
CENGLIEEFHE T RNETH D,

You can contact your data importer to verify the legislation of its country and collaborate for its assessment. Should you or
the data importer in the third country determine that the data transferred pursuant to the SCCs or to the BCRs are not

afforded a level of protection essentially equivalent to that guaranteed within the EEA, you should immediately suspend the

References to “Member States” should be understood as references to “EEA Member States”.

IMBEIADERE. TEEAMBEINDERELTEFESNEIRETHS,
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transfers. In case you do not, you must notify your competent SA®.

HEflF. TERMAEICEWNE DY TOEDEREHEREL. FHED-OICHNTEHIENTES, HLE-RXIFE=END
T—HRBAEN, SCCXIIBCRIZEDNTHESN =T — A EEAI N TREFSN - REKELEEMICEF DO REK
EEEZONTUWVEWEHIBRLEERIZIE. BELICBEZFLEIRETHS, FLELEWNMESICIE, EETLIHBITEAL
TFNIEESEL,

— Although, as underlined by the Court, it is the primary responsibility of data exporters and data importers to assess
themselves that the legislation of the third country of destination enables the data importer to comply with the standard
data protection clauses or the BCRs, before transferring personal data to that third country, the SAs will also have a key
role to play when enforcing the GDPR and when issuing further decisions on transfers to third countries.
HHIFCE->TRIASINTVNDEIIC. BEEDE=ZEDEZEDO T TT —FMA BN EET 2 REXIEPCBCREETFTT
EHHD . BEEZEICEAT—2EBETHRICBLTHET A EN T —SBEELT SMABOIELERTHD,
to&t . GDPRDEMIGEFICE=ZE~DBEICHTIELIREZITOIRICIEH. ARBIERLREAEZR-T LI
%o

As invited by the Court, in order to avoid divergent decisions, they will thus further work within the EDPB in order to
ensure consistency, in particular if transfers to third countries must be prohibited.

HHIFTITROONI=EIT RRAIGRE LGS EZRE T 57012, BF/IFEDPBNTELZDIEXRZTL ., —EHZHER
T5. COZERFBICE=ZE~NOBEZRELETILELNHIZRICHTIEFED,

10) What kind of supplementary measures can I introduce if I am using SCCs or BCRs to transfer data to third countries?

EoEICT—4%EBE T 51=0IZSCCOBCREFIALTWAIEA .. EOLILHESEHIEBEF LI ENTEETH.

— The supplementary measures you could envisage where necessary would have to be provided on a case—by—case basis,
taking into account all the circumstances of the transfer and following the assessment of the law of the third country, in
order to check if it ensures an adequate level of protection.

DEGBESICECHAREEOHIMTHHREL. BZBEN T KEORELRETINER T H-OIC. BEDOE
TORKREZBRICAN, DD E=EDEEOFTMIHK ST, 7—RANAT—ATRM T IVELH S,

The Court highlighted that it is the primary responsibility of the data exporter and the data importer to make this
assessment, and to provide necessary supplementary measures.

BHIFRX, COFFMETV.. REGHTENEEZRETIONE. T2 HEERVUT —AHABZDITELEHR THDH L
ZFeEFALT-,

The EDPB is currently analysing the Court’ s judgment to determine the kind of supplementary measures that could be
provided in addition to SCCs or BCRs, whether legal, technical or organisational measures, to transfer data to third
countries where SCCs or BCRs will not provide the sufficient level of guarantees on their own.

EDPBIZ. Hi7E. SCCYBCRAEM TIE+ A KEDRIAZIRELGVWEZEICT —2ZBERT 512, EH. BKifTHY.
HEBHORNOEEICH M H5T , SCCAOBCRIZMA TR TEHMTHIEEDEEERE T 57012, HFIFTOFI#T
oL TLS,

See in particular recital 145 of Court’ s judgment . In relation to SCCs, see Clause 4(g) Commission Decision 2010/87/EU, as well as Clause 5(a)
Commission Decision 2001/497/EC and Annex Set Il (c¢) Commission Decision 2004/915/EC. In relation to BCRs, see Section 6.3 WP256 rev.01
(endorsed by the EDPB), and Section 6.3 WP257 rev.01 (endorsed by the EDPB).

2, AFROBIX 145 S8, SCC [CEALTIL. ZEELRTE 2010/87/EU D 4@)H. EESRTFE 2001/497/EC @ 5@ERUVEESIRE
2004/915/EC D R§Ek+ vk (c)BEZS D&, BCRIZEAL TI. WP256 rev.01(EDPB IZ&YAER)D 6.3 HR U WP257 rev.01(EDPB [Z&LY&ER)
D 63FEESRDIL,
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11)

12)

The EDPB is looking further into what these supplementary measures could consist of and will provide more guidance.

EDPBIE., AN O DHTHHEEEER T SR REMEAH AN RICHEZITL. BELOEHERMEITHOEYTH S,

I am using a processor that processes data for which I am responsible as controller, how can I know if this processor
transfers data to the U.S. or to another third country?

AL BENEEELLTEEEET ST HZAETHONEBEEZFALTOETS. CONBENRKBER FEOE=E
ISTF—2EBELTVSD. EQOKSITLTHMEENTEDDTLELSD,

The contract you have concluded with your processor in accordance with Article 28.3 GDPR must provide whether transfers
are authorised or not (it should be borne in mind that even providing access to data from a third country, for instance for
administration purposes, also amounts to a transfer).

GDPR28ZIIBIZH > T E EMHHELI-ZNEICE. BEARBSINTOLSIHNENERELLZITNIELZSHEOBR X, &
BEMUOEOIZE=ZENoDT—EINDT I ERERET HETTHOTLBREITHE T HEICBEITRETHD),

Authorization has also to be provided concerning processors to entrust sub—processors to transfer data to third countries.
You should pay attention and be careful, because a large variety of computing solutions may imply the transfer of personal
data to a third country (e.g., for storage or maintenance purposes).

Fr= RBEHICEALTE, EREEICEZEICT —4EBET S EERRTHERLSAONATNIEELEL, BTES
BEaAVE2—T400 V) a—2av i BAT—20E=ZE~OBEBIAL. REXIIRTFOEMEEKR T HATHENE
DH5=H.  TBEIIDLENH S,

What can I do to keep using the services of my processor if the contract signed in accordance with Article 28.3 GDPR
indicates that data may be transferred to the U.S. or to another third country?
GDPR28EIF > TSN - RMNIEN T, TR ER IO E=FITBIET LAREATSIA T SES.
WEEDOY—EREFALKTS=DITMMBTEET H.,

If your data may be transferred to the U.S. and neither supplementary measures can be provided to ensure that U.S. law
does not impinge on the essentially equivalent level of protection as afforded in the EEA provided by the transfer tools, nor
derogations under Article 49 GDPR apply, the only solution is to negotiate an amendment or supplementary clause to your
contract to forbid transfers to the U.S. Data should not only be stored but also administered elsewhere than in the U.S.
HIE=DT—EINKEIBIESN DA REEAHY . M D BEY—LITE>TREESNDEEAICE RSN HEEHMICRHFD
REKEICKEENEEBEREFSIHBVEIICTI-ODOHTEMEENRBEIALIZEE . XIZGDPRAI S D 5l
(derogation) W ERAINEVGEE . ME—DRREKIL. KE~NDT—IDOBEEELTH-OICZHNDEBEXIEHTHEIE
ERODTRBTEHIETHD, T2 RKELUNDEFATREL, EETIVLENH D,

If your data may be transferred to another third country, you should also verify the legislation of that third country to check
if it is compliant with the requirements of the Court, and with the level of protection of personal data expected. If no suitable
ground for transfers to a third country can be found, personal data should not be transferred outside the EEA territory and
all processing activities should take place in the EEA.

HEOT MO E=ZFICBEINDIAREENHIERICE. ARE=ZEDEFERIEL. TNARHIFTOEKRSE
H, RUHIFSNSBEAT —2DREKEITEEL TV AL EHR T IVENH D, EZE~DBEEDOT-HDEE)EIRH
ZRODHEELWLEEICE BAT—RIEEABMNBIERSN TILST . ETOLNEFEHIIEEABNTITHNERETH
N
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For the European Data Protection Board
BRIN T —2{REETES

The Chair

ER

Andrea Jelinek

TURLT Dz vy

LEBEMTIEL. -0V TORFICEAEF ORELN. FED—T 12T 77— LEDORFALER YT —IHFERL T, A—0y/ & HIZHIT
5. MRA, D7A TR, B EfER. FE.GDPR #8TT—4270T70 a0 P HBEERERS. NERETOMLELZSFORERIZDE, T
Ay T D) —H LY —ERERELTOET,
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