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Noriya Ishikawa, Akiko Takiguchi

In Part II of this series, we will address the details of the data breach notification in the case of Data Breach Incidents. Please refer to
Part I to this newsletter for a general introduction of the proposed amendment to the ministerial ordinances of the Act on the Protection
of Personal Information (“APPI”).! *The amendment to the ministerial ordinances of the APPI was finalized and published on March

24,2021. There are no changes from the proposal.

Under the 2020 Amendment, the current framework (non-legally binding reporting and notification obligation) is replaced with legally
binding and enforceable obligations. The 2020 Amendment provides that when any leak or loss of, or damage to, personal data
processed by a business operator or any other incident concerning the security of personal data (each, a “Data Breach Incident”)
occurs and such Data Breach Incident is highly likely to cause harm to the rights and interests of a data subject, the business operator
shall (i) report the Data Breach Incident to the Personal Information Protection Committee (“PPC”) and (ii) notify the relevant data
subjects of the Data Breach Incident in accordance with the Enforcement Rules for the APPI.  The purpose of the report to the PPC is
so that the PPC is aware of the situation as soon as possible and can take necessary measures for the Data Breach Incident, and the
purpose of the notification to the relevant data subjects is so that the data subjects acknowledge the Data Breach Incident and can take

measures to protect their rights and interests.
(1) Report and Notification Criteria
The proposal of the Enforcement Rules provides what kinds of events would fall under Data Breach Incidents that are highly

likely to cause harm to the rights and interests of a data subject and require a business operator to report to the PPC and notify
the relevant data subjects. Taking into account the nature of the personal data, the likely consequences of the Data Breach

1 https://www.nishimura.com/en/newsletters/data_protection 210303.html
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Incident, the manner in which the Data Breach Incident occurs, and the scale of the Data Breach Incident, the duty to report to
the PPC and notify the relevant data subjects would apply in case of a Data Breach Incident that:

® relates to personal data containing special care-required personal information (personal information comprising a data
subject’s race, creed, social status, medical history, criminal record, fact of having suffered damage by a crime, or other
descriptions etc. as those of which the handling requires special care so as not to cause unfair discrimination, prejudice or
other disadvantages to the data subject);

o is likely to cause proprietary damage by unauthorized use of personal data;

M may have occurred for the improper purpose; or

i involves personal data of more than 1,000 data subjects.

These categories should be the exhaustive list. The business operator does not have to assess whether the rights and interests of
a data subject are compromised, unlike the rules under the GDPR. For example, cyber-attack cases should in most cases fall
within the third category. However, if personal data affected by a Data Breach Incident is secured by advance encryption and
other measures necessary to protect the rights and interests of the data subject of the personal data, the duty to report to the PPC
and notify the relevant data subjects would not apply. Encryption is becoming important in Japanese data privacy practice as

well.

Unlike the rules under the GDPR, the criteria for reporting to the PPC and notifying the relevant data subjects are the same.
Please note that all of the above Data Breach Incidents include not only Data Breach Incidents that have already occurred but also
Data Breach Incidents that may have occurred.

(2) Timing and format of the reports and notifications

The proposal also sets forth some requirements for the reports and notifications. Unlike the rules under the GDPR, the proposal
does not provide the specific time limit within which a business operator must submit a report and provide notice concerning a
Data Breach Incident. Instead, the proposal establishes a two-stage deadline applicable to initial reports and final reports.
Under the proposal, the initial report must be made by a business operator to the PPC promptly after becoming aware of the Data
Brach Incident and must contain the following information (limited to those of which a business operator is aware at the time of
the report):

i an outline of the Data Breach Incident;

® the affected personal data;

M the number of affected data subjects;

i the cause of the Data Breach Incident;

® whether any secondary damage is likely to occur, and if any, the details of the secondary damage;

® the status of implementation of communications with the affected data subjects and a public announcement;
o the measures for preventing recurrence; and

L other matters for reference.

The guidelines, which are currently being revised by the PPC, will likely provide some guidance on the timing of making initial
reports for reference purposes.

The proposal further provides that final reports must be made within 30 days (or, in the case of a Data Breach Incident which
may have occurred for the improper purpose, 60 days) after the date when a business operator becomes aware of the Data Brach
Incident and must contain the items described above. Together, under the proposal, a business operator shall notify the relevant
data subjects of certain items described above (i.e., an outline of the Data Breach Incident, the affected personal data, the cause
of the Data Breach Incident, whether any secondary damage is likely to occur, and if any, the details of the secondary damage,
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and other matters for reference) to the extent necessary to protect the data subjects’ rights and interests promptly (depending on
the situation of the Data Breach Incident) after becoming aware of the Data Brach Incident. The difference between the
requirements for reports and notifications stem from the different purposes thereof.

(3) Rules for the entrusted party (data processor)

Although the APPI does not have the concept of data controller and data processor, if a business operator who is entrusted by
another business operator to process personal data notifies a Data Breach Incident to the entrusting business operator, they are
exempted from the duty to report to the PPC and notify the relevant data subjects. The proposal provides that in order to be
exempted from the duty, the business operator shall notify the entrusting business operator of the items described above promptly
after becoming aware of the Data Brach Incident.
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